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Intelligence Extraction
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Models Selection and Prep.
Model Size Models
World Knowledge
RAG vs. Fine Tuning
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AI built on transformer 
neural network. 

Can generate human-like 
text

Uses statistical patterns, 
context, and semantic 
relationships of language 
and reason through training 
data

Breaks text into discrete 
tokens

References weights 
representing relationship 
between tokens including 
context

Returns statistically 
probable results using 
learned parameters

This AI domain, like others, 
can find and leverage 
relationships on its own

Can combine learned 
knowledge with user input

Offers highly dynamic 
solutions reducing 
development effort

Large Language Model
What How Significance



OpenAI | Mistral | Anthropic | Google | Meta | Grok
- Third Party Privacy Considerations
- Logging Considerations 
- Regulatory Implications 
- Vulnerability Exploitation

Bedrock | Hugging Face | Azure AI | GCP AI 
- AWS VPC PrivateLink + VPC Endpoint
- Azure Conditional Access 
- Hugging Face GDPR + SOC2

CloudFlare | CoreWeave | Lambda | MosaicML

Privacy - Data Sovereignty 

AWS | Lambda | CoreWeave | Azure | DigitalOcean
- Apply Company Controls 
- Control Hardening 
- Self Contained Private VPC 
- Scaleable 

Enterprise System | Old Gaming Desktop | Combo
- Entry costs can be low but can climb fast
- Fullest Data Sovereignty 
- All current controls can apply 
- Some workloads can run on workstations

Frontier Service Cloud SAAS

Self Hosted Cloud Hosted IaaS



Community Driven

Specialist Models: Domain

Pick Your Size

Multimodal

Open 
Weight 
Models

Free ;)  

Various Licenses



Yi (01.AI)

Llama (Meta)

Phi (Microsoft)

Gemma (Google)Open 
Weight 
Models:
Gorillas

Granite (IBM)

Qwen (Alibaba) 



Llava (Meta Community) 

DeepSeek (DeepSeek)

Command-R (Cohere)

Nemotron (Nvidia)
Open 
Weight 
Models:
Community

Starcoder2 (ServiceNow)

Reflection (Meta Community)







Visualized
https://artificialanalysis.ai/leaderboards/models
Gemini 1.5 Pro - 80
Claude 3.5 Sonnet - 80
GPT-4o - 77
Claude 3.5 Sonnet - 77
Qwen2.5 72B - 75
GPT-4 Turbo - 74
Qwen2.5 Coder 32B - 70
Llama 3.1 Nemotron 70B - 70
Claude 3 Opus - 70

https://klu.ai/llm-leaderboard
Llama3.1:70b Score 86
GPT-4 Omni mini  85
GPT-4 Score 79

https://www.vellum.ai/llm-leaderboard
Gemini 1.5 Pro 80.08%
Gemini Ultra 79.52%
GPT-4 79.45%
Llama 3 Instruct - 70B 79.23%
Claude 3 Haiku 75.90%
GPT-3.5 65.46%



Function
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World of Text
- Logs 
- Writing Documentation
- Reading Documentation  
- Config Files
- Guides
- Manuals
- Tickets
- Knowledge Bases
- SIEMs
- Reports 
- Infrastructure as Code
- Comments 
- PRs
- Orders 
- Incidents 

Data Manipulation
Text Dominance:
Most work is text-based—captured, recorded, or presented as such.

Dynamic Nature:
Text's function, form, and use are too diverse to standardize with a 
single tool across all workflows.

Automation for Fit:
For tasks amenable to traditional automation, automated tools 
remain the best solution.

LLMs aren’t the best tool to solve any one problem, but perhaps 
they are becoming decent at solving many problems. Particularly in 

the world of unstructured data.



Log 
Analysis

Chat

https://ai.christiant.io/s/f321dd3c-1381-4a25-b245-29003b5032d6


To SOC 
Analyst



Strategic

Operational

Tactical



User or Machine 
Consumption



Portable 
Consumption



Documentation
Mistral 7B - 33k (Laptop)
125 words per page - 264 pages

Phi-3 Medium 14B - 128k (Desktop) 
300 words per page - 426 pages

GPT-3.5 - 2k  
300 words per page - 5 pages

Hey, AI, add comments to my code.

Embedding Model
Embedding models are a type of machine 
learning model that learn to represent complex 
data, such as text or images as a number to 
calculate the similarity via assessing distance 
between data points. 





Stacey can write 
and present simple 
web apps, write in 
numerous 
languages, run 
python from chat, 
correct bugs, 
remediate vulns, 
and read repos. 



Aider Coding Model 

Stacey’s Graph

Aider’s code editing benchmark asks the LLM 
to edit python source files to complete 133 
small coding exercises from Exercism. This 
measures the  LLM’s coding ability, and 
whether it can write new code that integrates 
into existing code. The model also has to 
successfully apply all its changes to the 
source file without human intervention.

https://aider.chat/docs/leaderboards/
https://ai.christiant.io/c/1ed8a66d-bce3-4779-a90b-eb0fa518ea62
https://aider.chat/docs/benchmarks.html#the-benchmark


But doesn’t Copilot Write 
Vulnerable Code?

Yep! But it can also fix it!



Models
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Models
And their sizes

https://ai.christiant.io/s/d0a2f0cc-28ce-493b-a16c-41c1ea3e60ad




Knowledge and Model Size

Generally less capable
Cheap to train
Specialized Models
Less world knowledge (besides specialization)
Weaker Zero Shot Logic and Reasoning
Faster
Reduced hardware requirements

Generally more capable
Expensive to train 
Generally Lack of Specialized Models
Comes with greater world knowledge
Greater Zero Shot Logic and Reasoning
Slower
Increased hardware requirements 

Larger Models Smaller Models

Quantization to reduce model size at precision cost.



Augment LLM

Tune to modify or refine model behavior, 
give model new skill or capability. Offers 
the capability to change how the model 
acts. 

Syntax learning, writing style, formatting, 
are all useful examples of modifications 
that would benefit from fine tuning.  

Use RAG to modify models knowledge of 
facts. Provides more reliable consistent 
fact recall by using AI to call relevant 
information.

Searching the Internet, knowledge base, 
or your SIEM are all useful examples of 
modifications that would benefit from fine 
tuning. 

Fine Tuning RAG



Machine Learning Profiles/GPTs/Modefiel  - Old Agents
GIST

AI Madison the Cybersecurity Manager
Model qwen2.5:32b
A cybersecurity manager responsible for cybersecurity strategy and operations with a focus on security policies, risk management, 
team leadership, and strategic planning within the cybersecurity domain.

Profile: Prompt + Knowledge + Tools + Actions + Capabilities

https://gist.github.com/christian-taillon/ff51f88b7808558ccd8d6f85b118949a


Challenges
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Models are trained up to a 
certain point of time. RAG 
can accommodate this, but 
context is limited. 

Note: Although context size 
may be large, models can 
lose track of information 
relevance. 

Use statistical correlation to 
reflect and leverage the patterns 
and purpose of language - 
partially inferring logical 
construct. 

Real-world situations involve 
incredible nuances. Prompts are 
often the size of a tweet. 

Challenges 
Use Case Issue Model 

Weakness 
Knowledge & 
Context Limits

Incorrect application of this 
technology because it is 
“easy”. Many traditional 
tools are still the best for 
their job. 

Example: Performing 
anomaly detection, or other 
big data science function. 



We work with risk and probability all the time.

At the end of the day, it is a guess. Just like 
our modern machine learning. 

What is our “false” tolerance?  

Reliability of 
Probability



Parallel path from model input 
to output, manipulated by 
attackers.

Model behaves normally with 
non-malicious inputs, 
unexpected behavior with 
triggers.

Attacker controls when 
backdoored model gives 
incorrect output.

Untrusted data/code 
reconstructs objects, leading 
to exploitation.

Malicious actors inject harmful 
code during deserialization.

Crucial for securing data 
integrity and preventing 
unauthorized code execution.

Untrusted data/code exploits 
vulnerabilities during 
inference or execution.

Malicious actors inject harmful 
code, gaining unauthorized 
access or manipulating 
systems.

Crucial for securing data 
integrity and preventing 
unauthorized code execution.

Model Security 
Deserialization 
Threats

Architectural 
Backdoors

Runtime 
Threats

models-scan

https://christiant.io/models


Tooling
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FOSS
Stack

ZTNA + Firewall Decrypted

OpenWeb UI | Obsidian

STT:Whisper | TTS:SpeechT5

OpenAI API | Auth Proxy

RAG: nomic-embed-text

Ollama | vLLM | Auth Proxy



Why 
Ollama? 

Because it is easy.



Old Corporate Laptop
Intel i7-10750H
NVIDIA GTX 1650 Ti Mobile
4GB VRAM
32 GB RAM 
~7b at reading speed (5t/s)

Gaming 
Desktop

XPS 15 2020 ThinkStation 
P510 
Old Donated Workstation
Intel Xeon E5-2609 v4
NVIDIA GTX 1080
8GB VRAM
96GB RAM
~9b at reading speek (12t/s)

~$1k Desktop
12th Gen Intel i7-12700F
NVIDIA GeForce RTX 3080
10GB VRAM
32GB RAM
32b at reading speed (6ts)

“GPU Poor” for Testing

Recommendation: High VRAM GPU (3090 or 4090)
2x3090 = 48GB VRAM  =  llama3.1:70b | reflection:70b | nvidia nemotron:70b

 



Obsidian + Second Brain + Ollama 

Talk with your knowledge 
management. Embed files with 
nomic-embed-text and allow 
statistics and probability to find 
the relevant files for your to have 
conversations with your data using 
a light model like llama3.2:3b.



Continue.dev + OpenWebUI

Use Continue.dev to 
connect to various third 
party APIs for inference, 
OpenAI compatible AIs, or 
Ollama in a CoPilot like 
experience. 



Frontier
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Why are community models 
catching up to the big players?

AI Ceiling?



Agency
Allowing LLMs to determine when 
to use which tools. Provinging 
LLMs with the capabilities to “do” 
things. 

Having LLMs think through a 
process and assess its results. 
Reconsider if the results are 
unexpected. 

Multishot + Agency

- Plan 
- Reflect
- Search the internet 
- Scrape a web pack
- Run code

LLM Agency



Reduce storage capacity requirements
Fasters
Reranking 

Implication: arger datasets can fuel RAG 
effectively 

Better data 
Tuning Efficiency
Strategic tuning  

Implication: Smaller models can be more 
effective. 

More strategic quantization that preserves 
knowledge and removes noise.

Implication: Smaller models can be more 
effective. 

RAG Embedding

Hardware Scale

Fine Tuning

Hardware acceleration designed for AI tasks

Implication: Costs of running AI will continue to 
shrink

Accelerating Improvements

Quantization



THANK YOU

Taillon, Christian

https://christiant.io


